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[57] ABSTRACT 

A remote access call forwarding method and system ad^ted 
for an Advanced Intelligent NctwOTk to forward a call 
incoming to a subscriber's telephone number in response to 
a routing destinatioo number if the routing dcstinatioo 
number does not correspond to a blocked destination iden- 
tifier retrieved from a database. Further, a search to a 
subscriber profile unique to eadi subscriber is provided, the 
subscriber profile containing valid routing destination num- 
bers previously validated to which the calls incoming to the 
subscriber have previously been forwarded. Thus, calls are 
forwarded in response to the routing destination number 
^en the routing destination number matches a valid des- 
tination number found in the subscriber profile. 

24 Claims, 2 Drawing Sheets 
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Mv-rann Aim KV^iFmA OF FORWARDING Coin aod cdnless pubUc A pay tdejAones are the dcsti- 

SKnc ACO^CAtL of » "»j«l«y °f fraadulciit coUect caUs because 

c^S^S^nir^ ffPH^ remote access oil foiwarding aUows a user to <Jisguise the 

FORWARDING SEW^CE OF A TELEPHONE ^ ori^ating statioB. the subscriber 
SYSTEM ^ station, or the destination as seen by the operator. 

TECHNICAL FIELD » is understood by those skilled in the ait that the 

afcrementiODed potential abuses of the remote access caU 

This q^cation relates to a method and system of for- faiwaiding service are, of course, limited only by the 

wanKng commnnicatioo calls in a remote access call for- inu ginatln n nf the thfed-paity offendg. Whetfacf for pleasure 

waidiiig service of a tdephone system. <„. profit, this actor desires to focwaid communication calls 

».TVTTx incoming to a subscriber's telephone number to another 

BACKCaiOUND APT location, such as a pay telephone. pubUc telephone or other 

Call forwardtog is one of several calling features pres- class of i*onc. As a result, the misuse issues inherent in the 

enUy available to telqAone subscribers. Call forwarding prior art remote access caU forwarding services have 

aUows a telwhone subscrib« to forward calls incoming to resulted in increased costs which, in turn, have caused phone 
his cf her teIq>honc number to anoflier telq)hone number. " cwnvanies and consumers alike to demand feasible alterna- 

Call fMwaiding senrices may typically be activated or tives. 

deactivated only from a s(*scriber's telephone. In <^>eiation. One such alternative presently utilized is to inc«pQiate 

toe subscriber enters a service code followed by a destina- f^gad iffevcndon features Into the network so toat a user is 

lion telephone number to which incoming calls are to be not permitted to remotdy forward calls incoming to i»edc- 

foiwaided. tennincd groups of numbers. For msiatplc. fliose numbos 

A variation of caU forwardtog is remote access call having certain NPA's such as 900 or 800 and numbws 

foiwaidina Like standard call forwarding, remote access having oertato NXX's such as 976 or 960 may be blocked, 

call foiwiwling aUows a subscriber to forward calls incom- Ptothei, NPA-NXX-XXXX's and XXX-XXXX s (such as 

ins to his or her teleriione number to another telephone NPA-555-1212) and nunijers having prefixes such as (M- and 

nmnber In contrast to standard call forwarding, however. 0(H- are cspMe of being blocked. TherefOTe, as cmrenUy 

this seivice may be accessed "remotely". Le. it nuy be exists, a subscriber may be able to Wock *wwadj^ «> 

accessed from network locations other than the subscriber's tdephone number prefix-groups such as «00, 900 or 976 

teWione teiqihone numbers. However, toere is no way to detert and 
Soecificaily remote access forwardtog can take place 3,, prohibit a subscriber's calls from being fowardedto a pay 
fro^Sho^^a^ofsendng as. source of Dual " tdephone or publictdephone because suAni^^ 

MuiSuencyVMF) signals, or with a device have distmct numbenng plans or prefix deagnatioas. 

carable of productog DTMF signals. Unf«Htunately, there Conventional switch-based telqAone systems simito^ 

^knowr types of fiauduleni activity associated wilh ladcdie capability to store valid rootmg desUnation numbers 

remote access a£ fwwarding services perpetrated by per- 3, which are unique to the subscriber. Such a featine is atlwc- 

^^S^^^^lhe subso*^. tive because to otherwise initiate a queiy to a network-wide 

/LZe^Sledtotoeartwillrecognizccallforwardtog '^j-^^^^'^^'^^^^^j'^ 

ser^, have problems assodated^misuse or fraud. or numbers may ^.»«»iP;«^*'"« 

^mote access «dl forwardtog services are generally even Such miemal forwardmg protection and saecnmg Is coafly 

ST^^le to SSf misuse and <tec.iHive prac- « « f<«|V?' ^^1^* b*!^ SoS^e^ 

tices by third parties because of the ability to manipulate memory. FWher «>'»>«"?'?°'^,^^*^*^ ^^^^^ 

su^ Lice, from outside of the subscriber's home or terns do not provide user faendly vaoe,^^ 

dfice. Even if the subscriber U given a security code or cafler m accessing and using the syrt^ 

personal identification number (PIN) in older to gato admis- Consequently, a need has devdoped for an unproved 

Son to the service, it may be possible to circumvent such 43 «mote access call f"]'"^^ ."^i^f ^^^^ 

codes thnHigh deceit or by trial and enor. for use in an Advanced ^telhgent Ne^°* 

Addition^, the aUl forwarding subsaiber is WUed for method and system protabits a us« from foward^g a 

all toU Aa^ tocurred by the«^ routing to response to subscriber's calls to a routing destmatoon number toatjs 

rtiSe 2^c^™aKT^c«,7third-pity who cUssified as blocked, such as a com or coinless pubhc^y 

Ss^st^aTSr's can forwardtogl^ is 50 telephone. The method 

able to make calls-long-distance or otherwi«>-^o that tdephone alls rncoming to ^''^'^^"J^^^""" 

to«e aills are billed diitStly to the subsaiber without the ber to routing destination numbers whiA are identified as 

^ J^'.^SaToT^sent unblodsed destinations. Hie blocked destination deteimina- 

subscnbers knowledge or assent tton is a result of a query generated to a Ltoe taformation 

TO gato access to U.e f * J^^^"^^ £^Le rf toe aSn n^orir, or to an external network- 

forwardtog service, typically a thud-party must enter tlie 55 >* 

subscriber's telephone number and security code. If the wide databas^ .•„,w™r«tf > 

iird-paity succe^fiilly gains access, she is provided wito Such a method and system should 'O"^^' » 

Aange .Js«bs«ibcr's security^, service subscriber prefile « 

^Tand fOTwLfing desttoation. TTie third-party is then tion numbers to whidi a subscriber's caUs are ^J^V 

Iwe to forward theVubsoiber's calls to a destination tde- a forwarded. Areccnt study re^vealed tiiat approximately W% 

SonTnS* numbers of his or her potentially limiUess of subscribersforwardtothesameoneortwomimbers.-rhus 

S^tTvaTtSi foot in the wbscribi's home. a smaU number of common routing totmaaoo numbers 

dHSe subsoiber's number, tiie third- unique to each Mibscriber should be stored^Tlis reduces toe 

jSytS i?r«2rthe spedfled routtog destination, cost and time tovplved in revalidatmg tune one of the 

and the unsaupulons third-party may talk for hours at the « common destination numbas is entered, 

expense of ttie subscriber. This process may be repeated By querying to a shorter Ust of previously venfiedrout^ 

oountiess times destination numbers, the networic would provide a quicker 
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response to the subscriber and consume less network cost 
and time. Such a subscriber profile query may be utilized as 
a rq>lacement to the network-wide search or in addition to 
the network-wide search. 

SUMMARY OF THE INVENTION 

It is a prioc^>al object of the present invention to provide 
a remote access forwarding method and system for forward- 
ing calls incoming to a subscriber's telephone number to 
routing destination numbers not corresponding to a blocked 
destination identifier or number in a database. Such blocked 
destination identifier is preferably of the class of public cr 
pay telephones cm: the like for which there is little likelihood 
that forwarding to such a number is legitimate. 

U is a further object of &e present invention to f^ovide a 
remote access call forwarding method and system which is 
adapted for use in an Advanced Intelligent Network (AIN) 
for forwarding calls incoming to a subscriber's telephone 
number to routing destinaticHi numbeis not identified as a 
blocked destination by a database. 

It is yet a furtfaa object of the present invention to provide 
a remote access call forwarding m^od and system for 
forwarding communicatioa calls incoming to a subscriber's 
telephone number to a routing destination number which is 
listed b a subscribers profile of commonly forwarded rout- 
ing destination numbers. 

In carrying out the above objects, features and advantages 
of ttie present invention, there is provided a method for use 
in a remote access forwarding service adapM for use in an 
Advanced Intelligent Network (AIN). In accordance with 
the invention, the method provides steps for forwarding a 
communication caU incoming to a subscriber's telephone 
number to a routing destination number. The steps disclosed 
herein include the initial provision of storing a plurality of 
blocked destination identifiers or numbers in a database. The 
next step is receiving the proposed routing destination 
number to which the call incoming to the subscriber's 
telephone number is to be fwwarded. 

Further, searching of the database is performed to deter- 
mine that the proposed routing destination number is not a 
blocked destination, or does not coirespond to a blocked 
destination identifier, in the database. If no match exists (or 
there is no corresponding identifier), then the proposed 
routing destination number is accepted by the system, 
thereby allowing subsequent calls incoming to the subscrib- 
er's number to be forwarded to the routing destination 
number. In this instance, the routing destination number may 
also be stored in a subscriber profile unique to the subscrit)er 
Off unique to the subscriber's directory telephone number. 

However, if such a match exists, then the proposed 
routing destination number is not accepted by the system 
and the incoming calls are directed to a routing destination 
previously stored in the subscribers service profile, if one 
exists, or to the subscriber's telephone number. 

Still further, in keeping with the invention, there is 
included a remote access call forwarding system adapted for 
use in an Advanced Intelligent Network (AIN) for forward- 
ing a call incoming to a subscriber. Such system includes 
storage means fcx storing a plurality of blodced destination 
identifiers or numbers. Further, there is provided receiving 
means for receiving the proposed routing destination num- 
ber to which the call incoming to the subscriber's tel^one 
number is to t>e forwarded. 

Still further, the system includes processing means in 
electrical communication with both the storage means and 
the receiving means for searching the database to d^ermine 
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that the routing destination docs not correspond to a blocked 
destination identifier Finally, there is provided forwarding 
means in electrical oommunicatiott with the processing 
means for allowing forwarding of the inoaming call in 

5 response to the routing destination number when the routing 
destination numbei: does not correspond to a blocked desti- 
nation identifier found in the database. 

In this systenou there is furtho* provided second storage 
means for storing at least one valid destination number in a 

to subscriber profile imique to &e subscriber's tel^hone num- 
ber. Additionally, second processing means exists in elec- 
trical communication witti both the second storage means 
and the receiving means for searchhig the subscriber service 
profile for a valid destination number matching the routing 

1^ desthiation numbet. Moreover, there exists a second for- 
warding means in electrical communication with the second 
processing means for forwarding the communication call in 
re^xHise to the routing desdnation number when the routing 
destination number matdies a valid destination number 

20 foimd in the subscribers service profile. 

The present invention contemplates blodced destinations 
(or blocked destination nimibers) to be those telephones (or 
those telephone numbers) which are easily accessible by the 
public and thus susceptible to misuse. Such telephcmes, for 

^ example, include pay and public telephones, which furtlM^ 
encon^>ass both coin and coinless telephones or the like. 
These destinations are categorized by the phone oono^any as 
having little legitimacy as a routing destination in the remote 
call access forwarding context. Of course, such blocked 

^ destinations may include any telephone number, or class of 
tdephone, designated as sddti by the (^ne conq)any. 

In addition, such method and system should be able to 
store a plurality of individual blocked destination identifiers 
or numbers in a database. Therefore, when a routing desti- 
nation number is received by the network, it is compared to 
the blocked destination identifiers or numbers in the data- 
base and will not permit communication calls to be for- 
warded to the proposed routing destination when the pro- 
posed routing destination number cwesponds to a blocked 

^ destination identifier. 

Further provided in the method and system is the capa- 
bility of providing each subscriber widi an individual sub- 
scriber profile in which is stored previous valid routing 
destination ntmibers unique to &e 5ut>scriber or unique to 
the subscriber's telephone number. This allows the system to 
query to a shorter list and possibly gain forwarding approval 
quickly, prior to initiating a query to a laiger database. This 
is beneficial because querying to a subscriber profile of valid 

^ routing destination numbers conserves the anq>le processing 
and screening time involved in querying to a larger database 
and obviates the high usage of network facilities. 

The above objects and other objects, features, and advan- 
tages of the present invention are readily parent from the 

3 j f oUowiDg derailed dcscr^on of the best modes for carrying 
out the invention when taken in connection with the accom- 
panying drawings. 

BRIEF DESdOPnON OF THE DRAWINGS 

^ FIG. I is a schematic of the Advanced Intelligent Network 
syst^n architecture for updating the subscriber service pro- 
files of die service control point according to the present 
invention; 

FIG. 2 is a flow diagram of a preferred embodiment 
63 according to the present invention; and 

FIG. 3 is a schematic diagram of an architecture according 
to the present invention as It relates to a conmuinication call 
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incoming to the direcJory numba «f a subscriber to the and subscriber services such as the nanote access forwar^ 

^Vtssfa^^s^. ing of the p.e«nt inve-^n. The semcc lopc m 

louwH, e SCP 32 include* a service profile for each subscriber ot 

BECT MODE FOR CARKVINO OUT THE subscripaon servfce. For subs«itan of remote access for- 

JlfVmmaS ^ warding service, the profile typically consists of. but is not 

With reference to FIG. 1 of the drawings, a representative unitBd lo, the status of the service (on/off or activeflnaclivc). 

diagram of Advanced Intelligent Netw«k (AIN) archltec- ^ ^ current routing destination telephone number, 

tore is disclosed for use in a Public Switched Tdephone ^ subscriber's security code or personal 

Nrtworic (PSTN). Tbe ASS architecture «feffed to is gen- i^tiication number (FIN), and a Usting of commonly 

erally designated by reference niuncral 10. "Hie AIN ar<*i- f^gj^ routing destination numbers unique to the sub- 

tecture 10 incoiponites. or is adapted to mcoycrate, the » 

remoteacccssforwarding(orremoteaccc5scaUforwardmd ,7 Z"„ ^tciibif be dassifled as an Integrated 

me*hodandsystemofthepresentinvention.Ardute^l« ^i^g.^^^fi^S') wM*?S iSLJ^ted^tcm 

is icnown to those ^^^.^SliT^ stored S^SCP « is 

services to be extended throu^ *?, is I^ssiblc to e«:h rredetennined SSP 22 in the telephone 

S conLTLong otto things, the data and ^ database. Tie database stares informaaon and idendficrs 

S^of^e^Tforwarl a subsonL's caU and is ^ regax^ di.«*>ry td^one »-*-^^^^«^^^, 

discussed more fully herein in assodatioo with the discus- spedlially «)ntained m "J4"' ^"H^" J^*!"!!! 

don of the Service Control Pt)int (SCP) 32. (UDB) 2S. By way of example bm not k""^"^" 

i^^AS^^^'f'I.ansport^^^^ ^^.^X^T^^^cuT^^X^i 

a diff^nt LATA, os some combination ui-betw«=n. The mnTlc^ 32 2^rest»nsiWc for interfadng with 
lATA, weU-lcnown in the art is a service axea of a lo«a ^ J^^^JSiS^^ 

exchange cairier or a local operating oonqjany. Note that the ae ^^^8*^*^^^ commonly 

useras^designatedhercinmayormaynotbethe^jb^^ 2^ ^ IS^^Tio^SlLSTl^^ 

As those skilled in the art will recognize, netwoik ardu- ™^!SJ^^ ^ 

lecture 10 is imriemented with a Common Channel Signal- looouiww;. ..^^ i. ,«,f«i frnm 

DTOtocoL sudi as Common Channd Signaling A caU to the subscriber interface pUiform is routed from 
S?stSNaTaS^ref^toas«^S7pro.ocon.-n.e " SSP22toIP30.Subsequentty,IP3»5en<Uame,s.8etote 

SrZto^l b anW-of-b«nd signaling pa* comprised of SCP 32 requesting instructions on how to handle the cdh 

S(Kdc^ TXitog dem^M ^ tiXission SCP 32 further provides announcement prompts and pro- 

ZXg'SzS^^whid.areshowninardutecmre «»«*^<^^8^^««f^J[r 

aguBuuB iuuw tr.. Updating security codes, routmg destination numbers 

As shown in HG. 1. the Customer Ptemlses Equipment and service statos). If sudh a caU « »^ 

AS uiuwu m rM\j* j.^ v-m«»^«*»^ i-y •rriWc rnutina destination number in the suDscnbcr 

(CPE) device of the caUet ^ subscriber « repmsen^ and smba "^^B^"^ the UDB 28 to retrieve an 

designaledastdepbone20.Howcver,itisciearaiattheCPE ^^Ser SiSkS^W the routing destination number. 

u^y indude a modem, a ft^imile madmie, a voice mes- j^'^^^'f^^fl,^^ Equipment (SOB) 

saging pe^cral, or any odier idecommmdcatlon eq^ « Jfa^ «^er iSer whidi must jT^ked. so that 

n^t that may receive or transmit voice or data. As*«e ^^"^.^ermined. before a subscriber's 

sldlledin the art wiUiecognize, in operation, eachtdephone 'f*'^*^ 

20 is provided in dectrical commmiication widi a Service routmg destination number may be updated. 

Swit(*inRPdnt(SSP)22YiasignaUlnglinks23.«hr«ighftc Eadi UDB 28 is supported by one or mxwe database 

swKramgroimvoMr, ^u-„^ ^ administration systems (not shown) and is typicaUy con- 

SSP22isgcneraUy a node (usually the subscriber's local tainedwithinitsownScrviMContolPoim(SC^How«n^ 

s,^S«nUoffice'switdi)Lre^nizes *e -Aggers" f'W'-J S^S:*^-'^"^^^^ 

used when a sdwcriber or user invokes an AIN service sudi made to UDB 28. The UDB 28 is responsiDie ror. among 

« reT^K^fonvarding. Spcdfically in FIG. 1 and the otherthings. storing and retrieving the Senlce or Eqmpimsnt 

mU^Sn^lSua^whidhint.««tswlththe 55 (SOB) Indicator for each td^one .lumtos^^^^^^^ 

OT32in ordcrtoacccss and update the service logic forthe a plurality of routing destmauon identifleB. of both blodxd 

subscriber's remote access forwarding profile. and unblocked stttus. 

As shown generally in HG. 1. SSP 22 is flirther provided As previously stated, the SOB Indicator dctcmunes or 

in dectrical communication with database 28 via Signal identifies the type of service or equipment <hi a line com 

lyansfer Potats (STPs) 26 and transmission signaling finks «o <x coinless pay tdqihone; public or semi-pubhc telephone; 

24 CTP's are packd switches used to route signaling poTS line businessAesidential; cdlular. prison; telephones 

messages within the network as weU as route call routing provided by independent payphone providers (IFF); dc.) In 

instnidions to SSP 22. In still other embodiments, features the present Invention, when a user attempts to diange toe 

sudi as an intelligent Peripheral (IF) 30 m^ be incwporated subscriber's routing destination by entering a proposed 

as shown in HG 1 and as further discussed below. 6S routing destination number. SCP 32 sends a message to 

SCP 32 is a node whidi contains the service logic and UDB 28 to nrtrievc the SOB indicator corresponding to the 

associated data support needed to execute required customer proposed routing destination number m order to ddermine if 
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it coire^iKls to a blocked destination* or if it is a blocked given access telq^one number, typically a local tdqslione 
destination identifier number or 8CX) number. This iioeiface platf<xm access 

The SOE Indicators arc typical of those that follow: telephone number is provided so that subscribers are able to 

dial in and listen to at make changes to their respective 
— — — — — — — — — ' 3 scrvdce profiles. 

b^tor Description telephone 20, the interface 

platform access number for the subscriber interface 
platform, the call is routed through the SSP 22 to an 
intelligent Periphoal (IP) 30 in electrical communication 
with SSP 22. This electrical oommunication is preferably via 
a Ftimaty Rate Interface (PRI) 34, a direct trunk circuit IP 
30 may also be known in the ait as an Intelligent Services 
Peripheral (ISP). IP 30 provides the prompting announce- 
ments required to interact witti the user. If the IP 30 is not 
^3 within the same local calling area as the user, a market 
e7q>ansioii line (not shown) is used to route the call out of the 
By way of example, . user accesses a subscriber p«rfae ^ ««. to the IP 30. taough the SSP 

and desires to update the subscriber's routing destination 

numb« to a coinless telephone having directory number ^ When the call is routed from SSP 22 to the IP 30, the IP 
303-XXX-1234. The system receives tfiis routing dcstina- ^ ^^'^ * message to ttic Service Control Point (SCP) 32 
tion number to \rtiich a call incoming to the subscriber's requesting instructions on how to handle the calL It is 
telephone number is to be forwarded. Thereafter, SCP 32 undmtood by those of wdinaiy skill in the art that SCP 32 
queries or searches the database UDB 28 for the SOE ^ known as, or may exist as a con^nent of an 

Indicator corresponding to 303-XXX-m4, in orda to 25 Service Control Point (ISCP), an integrated sys- 

determine that the routing destination number does not known in die telephony ait. In this embodiment, 

correspond to a blocked destination identifiex. According to 32 is in electrical co mm u n ication with the IP 30 using 

the above table, that SOE IndicatCH* is an 8. The service logic * TVansport Control Protocol (TCP), commonly referred to 
of SCP 32 is programmed to determine ot read an SOE as die Transport Control Protocol/lntcnict Protocol (TCP/IP) 
Indicator equal to 8 as a blocked destination identifier. 3^ ^* 

In keeping with this invention, SOE Indicators equal to 2, 32 returns a message to IP 30, informing IP 30 

5, 8, 9, 19 20 or 28 as shown in the table above typically ^ prompt the user for the subscriber's area code and 
correspond to blocked destination numbers, or are deter- telephone number (i.e. collectively "directory number"), 
mined to be blocked destination identifiers. However, tius shown in FIG, 2 as step 40. The subscriber's directory 
list is illustrative only and does not restrict what dasses of 35 number is preferably received in one of a plurality of 
telephones may be blocked or what SOE indicators may specified fonnats. One specified format is a ten-digit direc- 
identify such blocked dasses of telephones. ConsequenUy, number, consisting of the three-digit area code followed 

and as discussed further herdn, the system will not accept a by the seven-digit telephone number. Another format used to 
routing destination number ccaresponding to a blocked enter the subsaibcr*s directory number may be a 1+ten-dlgit 
destination identifier. If anything other than a blocked dcs- 40 '^^^'y number format 

tination identifier is determined, then the system will allow After collecting the information from the user, die IP 30 
the forwarding of the call incoming to the subscrib^'s returns the requested data to the SCP 32. The SCP 32 verifies 
telephone number in response to the routing destination that the subscriber's directory number has a certain service 
when the routing destination number does not coirespond to on the SCP 32. such as Ihe r^note access forwarding service 
a blocked destination identifier found in the database. 45 of the present invention. SCP 32 thereafter instructs IP 30 to 
In another embodiment, SCP 32 may, instead of or in prompt tbe user for the subscriber's security code, shown as 
addition to LJDB 28, be provided in electrical communica' 

step 42 in FIG. 2. The IP 30 collects the requested infor- 
tion with an external network-wide database for storing lists mation from the user and returns the dau to toe SCP 32. 
of actual blocked destination numbers or entries. A blocked Again, SCP 32 contains Uie subscriber's profile associated 
destination number is any telephone nuniber to which a call so his/her subscription service, 
incoming to a subscribers telephone number may not be Consequently, SCP 32 compares the entered security code 
forwarded. Again, by way of example but not limitation. with the security code associated with the subscribers* 
blocked destination numbers may indude public and pay directory number stored in the j^ofile, as shown in step 44 
telephone numbers, both coin and coinless, cellular tele- of FIG. 2. A successful verification confirms that the security 
phone numbers and the like. However, any telephone num- 55 code corresponds to the subscribe' s directory number. If the 
bet may be induded as a blocked destination number in the security code is not successfully verified, the user is 
external necworic-wide database. prompted to try again, step 45. Preferably, if a subscriber has 

FIGS. 1 and 2 illustrate a preferred system and method ^^^d update sessions within a certain period of time 

respectivdy, of accessing a subscriber' s remote access for- (commonly 6 hours) because of incorrect entry of a security 
warding service and forwarding calls incoming to a sub- tie code, die third unsuccessful attenipt to enter the security 
scriber's telcfAone number. In operation, a tdq)hone user— code widiin 6 hours causes the service to deactivate. Deac- 
who may or may not be die subscriber— wishing to route tivation of the service requires reactivation on the part of the 
calls incoming to the subscriber's telephone number to phone company. The subGoiber is not able to re-activate die 
anotfier number, initiates a telephone call to a subscriber service on his/her own. 

interface platfOTm. Using an apj^opriate interface such as, 65 During die subscriber's service profile update session, die 
for exan^le, a Dual Tone Multifrequency(E)TMF) keypad, user is provided widi up to diree chances to enter the 
die subscriber interface platform is reached by way of a requested data for each pronqrt in die subscriber menu. 



09/09/2004, EAST Version: 1.4.1 



5,729,599 

9 10 

PtcferaWy, if an incorrect cntiy has been detected, the destination number. A recent stucfy revealed that ^>proxi- 

subscribcr is given an aror message andre-pronqitedfor the matdy 92% of subscribers forward to ttie same one or two 

data as in step 45. If an incorrect entry is detected after two numbers. Thus a smaU number of unique or vaUd routing 

re-cffonmu, the subscriber hears a final announcement and destination numbers are stored per subscriba to reduce the 

the call is disconnected, as shown in step 46 of HG. 2. 5 cost and time involved in ccvaUdadng each time one of the 

-Incorrect entries^ refers to security codes, routing dcs- common destlnatiCHi numbers is entered, 

tination telephone numbers, and menu option choices; this is The subscriber service profile is quicker and easier to 

to ensure system security and to avoid excessive utilization access for verification than is a query to UDB 28. Thus a 

of the system's resources. 'Time-outs", or periods of time query to the subscribo* service profile results in a quicker 
where there is no subscriber iiqput when expected, is also W response time, requires less processing time and system 

considered an inccffrect entry. memory, and is therefore less cosUy than a query to search 

Upon successful security code verification, SCP 32 UDB 28. TTiis type of search would again F^er^y 
instructs IP 30, through a scries (rf message exchanges, what iffcliminaiy step pn<^ to conducting a search of UDB 28. 
announcements to play to the user and what digits to collect Note that, in an alteniative embodiment, the subscriber 
from the user for the specific subscription service. At this profile may contain a list blocked destination numbers 
point in the call to the platform, digits collected from the unique to the subscriber's telephone number (not shown), 
user may result in changes to the subscriber's service profile. Specifically, this list of blocked destination numbers would 
Specifically, in the present invention, such digits collected contain those numbers to which the subscriber prohitMts 
may result in changes to the subscriber's remote access calls incoming to her to be fc^arded. In this embodiment, 
forwarding profile. ^ if the routing destination number is a blocked destination 
Focusing again on FIGS. 1 and 2, in a preferred nuniber in the subscribers profile, then the routing destina- 
wnbodlment, after the user has correctly entered the sub- tion is not deemed valid and flie calls incommg to the 
scriber directwy number and its corresponding security subscriber are not forwarded. Agam, m this instance, there 
code, the user is prompted to enter a desired routing desti- is no need to query to the UDB 28, 
nation nuniber as shown in stq) 48 of FIG. 2. Because there Returning to tiie embodiment shown in FIGS. I and Z if 
exists a threshold for the number of times a subscriber's the routing destination number docs not exist in the sub- 
routing destination number may be changed in a certain scriber {vofile of SCP 32. a query is sent from SCP 32 to 
period of time, step 50 poforms such an audit UDB 28. The UDB 28 retrieves die Service or Equipment 
If an attempt is made to exceed the threshold, tiie sulv ^ (SOB) Indicates ccoresponding to the desired or jffoposwl 
scriber hears a final announcement and the call is routing destination number entered by the user. As prcvi- 
disconnected, shown as stepSi This fiiresholdis estaUished ously described, a SOE Indicator exists fw Ae majority of 
at four changes per hour but of course may be more or less telejAone numbers, and among other thmgs, identifies 
frequent If the threshold has not been exceeded, then the whettier the pr<^sed routing destmation number is that of 
received routing destination number is checked against the a certain class of telephone, such as a PU^lic pay 
individual subscriber profile contained in SCP 32 as shown telq)hone, as previously described. Examples of SOE Indi- 
in step 54. Tlie subscriber profile includes, among other data, cators have been set forth in the precedmg table. 
&e last four common routing destination numbers entered If the retrieved SOE indicatcH corresponding to die i^o- 
by, and unique to, the subscriber. These numbers may also posed routing destination identifies that of a blocked desti- 
be characterized as valid destination nunibers or valid rout- ^ nation (i.e. pay or public telephone of both the cc»n and 
Ing destination numbers. coinlcss type, etc.). then the SCP 32 does not accept (or 
Again, eadi of tiic last four valid destination numbers is disallows) the proposed routing destination number In other 
preferably stored in one of a pluraUty of specified formats, wwds. if the service logic of SCP 32 is propmined to read 
£e most common being a ten-digit number, being a tiiree- the retrieved SOE Indicator as a blocked destination 
digit area code followed by a seven-digit telephone number. 45 identifier, then the SCP 32 does not accept the p^opoK^d 
Of course, the number of prior vaUd destination numbers routing destination numbet Thus, the subscribos profile 
stored in the subscriber's pK^e may vary and is not limited docs not diange. Consequentiy tiiereaftci, all caUs incoming 
to four. If the search of tiie subscriber profile 54 determines to flic subscriber's telephone number wiU not be fwwarded 
that die routing destination number exists, ot matches, a to the proposed routing destination number, 
unique valid routing destination in the subscriber profile, 50 Instead, the call cither continues to route to the current 
flien the rxHiting destiruition number is considered valid. See routing destination number designated in the subscriber 
step 56 in FIG. 2. profile if the service is on, or proceeds to the subscriber's 
Consequentiy, step 56 shows tiiat the system 10 accepts telephone if tiic service is off. A signal is typically sent to the 
the routing destination number aUowing tiie subscriber pro- user tiiat tiic proposed routing destination tiiat was entared is 
file to be updated. The system allows caUs incoming to die 55 not an accq)table routing destination, as in step 60, As 
subscriber's telephone nuniber to be forwarded to tiie rout- previously discussed and as shown in HG. 2, ttie usct is 
ing destination nuniber which has been vaUdated by search- given two more opportunities to enter a valid rouung dcs- 
ing the subscriber i^file, when tiie routing destination tination before the caU is disconnected as in step 46. 
number matches a valid destination number found in the On the other hand, if the retrieved SOE indicatcMr corre- 
subscriber profile as shown in step 56. In this scenario, it is 60 sponding to die proposed routing destination docs not iden- 
not necessary to query to anotti» database, such as a UDB t&y a blocked destination number (or does not correspond to 
28 or an external network-wide database. a blocked destination identifier), tiien the proposed routing 
By way of example, it may be c«nmon for a subscriber destination number is accepted or allowed. SubsequenUy, all 
to forward calls incoming to his or her home tdephoie calls incoming to flie subscriber's telephone number are 
number to a woric telephone number. Thus ttie work tele- 65 fOTwarded (or allowed to be forwarded) to ttie proposed 
phone number would be contained in die individual sub- routing destination number. Step 62. This is in response to 
scriber j^ofile as a frequentiy forwarded to or valid routing tiie routing destination number when tiie routing destination 
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number does aot concspoiid to a blocked destination iden- 
tifier found in the LIDB 28 database. Tbeieafter, fliis routing 
destination number is stored in the subscriber profile as 
shown in step 64. 

FlPeferably, by storing this routing destination number in s 
the subscriber profile as in step 64, the routing destination 
number holds two designations or positions In the profile. 
First, it takes its place as both the current routing destination 
number to which all calls thereafter incoming to die sub- 
scriber's telephone number arc forwarded, until die sarvice jq 
is turned off or until the routing destination number is 
changed. Second, this routing destination number takes its 
position on die list of the four vaHd routing destination 
numbers in the subscriber's profile. 

As in stq> 54, this list of valid routing destination numbers 
is checked each time a user desires to change the cunent 
routing destination number. The four valid routing destina- 
tion numbers in the subscriber's profile are typically updated 
by a round-robin method, and thus only the four most recent 
validated routing destinations per subscriber are stored. 

In an alternative embodiment feature to UDB 28, an ^ 
external network-wide database exists containing a plurality 
or list of blocked destination ntmibers or entries to which 
calls incoming to a subscriber may not be forwarded. Such 
plurality of blocked destination numbers may be in the form 
of a random list of specific individual or classes of blocked 25 
destination numbers. Queries to this database are effected to 
match the proposed routing destination to the lists of 
blocked destination numbers. 

Returning to a preferred enibodiment feature, once the 
changes to the service profile are complete, 99% of 30 
subscriber-controlled updates take effect within 30 seconds. 
This time takes into consideration the time it takes to make 
updates in the SCP and also considers the number of updates 
being made conten^>oraneously by other subscribers. 

FIG. 3 illustrates die architecture 70 for a caller dialing a 35 
remote access call forwarding subscribs's direct<My num- 
ber. As in FIG. 1, the architecture 70 of FIG. 3 utilizes an 
SS7 protocol and all communications are via transmission 
sign^g links 72 and packet switches such as STP 74. A 
calia dials the subscriber's telephone number firom the Q^. ^ 
represented as telephone 76. 

The call made to the sut>scrib^ is routed to the local 
switch/central office serving the subscriber, shown as SSP 
78, via signaling link 79 through the network. At the SSP 78 
serving (he subscriber, a trigger is detected and a query is 43 
sent to SCP 80. which conesponds to SCP 32 in FIG. 1. SSP 
78 communicates with SCP 80 (discussed herein) to operate 
the service, generally whereby SSP 78 queries SCP 80 
requesting instructions on how to handle a particular call, 
and SCP 80 responds with the i^jproprlate instructions. In 50 
this case, the instructions consist of how to route a particular 
call. 

The SCP 80 performs a query or search into the subscrib- 
er's service profile, which contains, for example the infor- 
mation relevant to the remote access call forwarding sub- 5s 
scription of the present invention. If the subscriber's remote 
access fonvarding service is turned off or inactive, SCP 80 
directs the SSP 78 to route the incoming call directly to the 
subscriber's CPE shown in FIG. 3 as telephone 82. 

If the subscriber's remote access forwarding service is tio 
turned on or active, SCP 80 detennines toe destination for 
the call. More specifically, SCP 80 verifies from the sub- 
scriber's service profile contained therein that the service is 
on. Upon such verification, SCP 80 conmiunicates a 
response to SSP 78, the response induding the current 65 
routing destination number from the subscrit)er's service 
profile. 
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SSP 78 routes the call to the switch or central/end office 
serving the routing destination telephone number, shown as 
SSP 84. The end office/SSP 84 presents the call to the CPE 
associated widi the routing destination number contained in 
the subscriber's service profile. This CPE is designated as 
telephone 86. Of course, if no current routing destination 
number exists in the profile, then the SCP 32 directs SSP 78 
to direct the call to the subscriber's telephone 82 (or the 
number cooresponding to the subscriber's telephone). 

If (he destination telephone 86 is not within the subscrib- 
er's local calling area, a recwd is generated to bill the 
subscriber's telephone number. In addition to the 
ardiitecture, FIG. 3 also illustrates the possible locations for 
the netwoik components involved in the call. The areas 
identified could all be in toe same Local Access and Trans- 
port Area (LATA), each could be in a different LATA, or 
sovQC combination in-between. 

tt is recognized that the incoming communication calls to 
the subscriber's directory number may be dtoer telq)hone 
calls, data calls or a combination of each. For exan^e, toe 
subscriber may have remote access forwarding on the tele- 
phone number dedicated to a home facsimile machine. 
Remote access forwarding may be utilized so that toe 
subscribe, while at woric, may have all data calls incoming 
to his home facsimile machine routed to a routing destina- 
tion number suc^ as a work facsimile madune telcf^one 
number. Thus facsimiles sent to the subscriber's home could 
be timely received by toe subscriber while at work. 

While toe best modes for carrying out toe invention have 
been described in detail, those familiar wito toe art to whidi 
this invention relates will recognize various alternative 
designs and embodiments for (nactidng the invention as 
defined by toe following claims. 

What is claimed is: 

1. For use in an Advanced Intelligent Network, a metood 
for validating a routing destination number in a call for- 
warding system for forwarding a call incoming to a sub- 
scriber's telephone number to toe routing destination 
number, toe metood comprising: 

receiving eadi routing destination number to which toe 
caU incoming to toe subscriber's telephone number is 
to be forwarded; 

searching a database having a plurality of blocked desti- 
nation identifiers stared toerein to determine toat toe 
routing destination number does not correspond to a 
blocked destination identifier in toe database; and 

allowing the forwarding of toe call incoming to toe 
subscriber's telephone nuntoer in response to toe rout- 
ing destination number when toe routing destination 
number does not ccrrespond to a blocked destination 
identifier found in the database. 

2. The metood of claim 1, further con^rising: 

storing toe routing destination number in a subscriber 
profile unique to toe subscriber's telephone number. 

3. The metood of claim 1, further canqxrising: 

storing at least one valid destination number in a sub- 
scriber profile unique to toe subscriber's telephone 
number. 

4. The metood of daim 3, fuither comprising: 
seardiing toe subscriber profile for a valid destination 

number matching the routing destination number to 
which a call incoming to toe subscriber's tel^hone 
number is to be forwarded; and 
allowing toe forwarding of toe call in response to toe 
routing destination number when toe routing dcstina- 
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tion number matdies a valid destination number found 
in die subscribcar profile. 

5. The m^od of daim 1, wherein the database is a Line 
Infonnation Database (UDB). 

6. The method of daim 1, wherein the blodoed destination 
identifier is a Service or Equiinnent (SOB) Indicator. 

7. The method of claim 1, wherein the routing destination 
number is rccdvcd in one of apluiality of specified formats. 

8. The method of daim 1, furtiier comprising: 
communicating to the user thai the routing destination 

number is not acceptable by the remote access forward- 
ing service when the routing destination nuniber cor- 
responds to a tdocked destination identifier. 

9. The method of claim 1, whcrdn tiie call is a td^one 
call. 

10. The method of daim 1 , wherein the call is a data calL 

11. A method for use in a remote access forwarding 
service adapted for use in an Advanced Intelligent Network 
for authorizing the forwarding of a call incoming to a 
subscriber's telephone number to a routing destination num- 
ber sdected by a user, the method conqxising: 

prompting the user for the routing destination number to 
whidi the call incoming to the subscriber's tdqihone 
number is to t>e forwarded; 

recdving the routing dcstinatioo number from the user to 
^(^cfa the call incoming to the subscriber's td^one 
number is to be fcKwarded; 

searching a database containing a plurality of bloclced 
destination identifiers to determine that the routing 
destination number docs not coircspond to a blocked 
destination identifier, and 

allowing the forwarding of the call inauning to the 
subscriber's telephone number to the routing destina- 
tion number when the routing destination nuniber does 
not correspond to a blodoed destination identifier found 
in the database. 

IZ The method of claim IL further comprising: 

staring the routing destination number in a subscriber 
profile unique to the subscriber's telephone number. 

13. The method of claim 11, further comprising: 
searching a subscriber profile unique to the subscriber's 

tdephone number having at least one valid destination 
number^ for a valid destination number raatdiing the 
routing destination number; and 
allowing the forwarding of the call incoming to the 
subscriber's telcpAione number in response to the rout- 
ing destination number when the routing destination 
numba matches a valid destination number fouod in 
the subscriber profile. 

14. The method of claim 11, wherein the routing desti 
nation number has one of a plurality of specified formats; 

15. The method of daim U, wtierein the database is a 
Line Information Database (LIDB). 

Kk The method of daim 11, wherein tiie blocked desti- 
nation identifier is a Service ot Equipment (SOE) Indicator. 

17. The method of daim 11, further comprising: 
communicating to the user that the routing destination 

number is not acceptable by the remote access forward- 
ing service when the routing destination number cor- 
responds to a Uockcd destination identifier. 

18. The method of daim 11, whcrdn tiie user is the 
subscriber. 

19. The mctfiod of claim U, wherein the call is a 
tclqibone call. 

20. The meUiod of claim U, wherein tiiecallis adaUcall. 

21. A method fc» use in a remote access forwarding 
service adapted for use in an Advanced Intelligent Networlc 



10 



15 



20 



25 



30 



35 



45 



L- 50 



55 



«0 



65 



for authorizing the forwarding of a call inccnning to a 
subscriber's t^phone number to a routing destination num- 
ber designated try a user, the method con^sing: 

storing at least one valid routing destination number in a 

subscriber profile unique to the subscriber's tdq>hone 

number; 

recdving the routing destination number firom the user to 
which the call incoming to the subscriber's telephone 
numba is to be forwarded; 

seaidiing the subscriber profile for a valid routing desti- 
nation number that matches the routing destination 
number; 

allowing forwarding of the call to the routing destination 
number when &e routing destination number matches 
a valid destination nui^ber found in the subscriber 
profile; 

if no match is found in the subscriber prc^e. querying a 
line Infonnation Database having a plurality of Sex- 
vice or Equq>ment Indicators stored therein for a Ser- 
vice Equq>ment Indicator c<»responding to the rout- 
ing destination number; 

recdving a response from die line Information Database 
whidi indudes the Service or Equq>ment Indicator to 
determine whether the routing destination does not 
correspond to a blocked Service or Equipment Indica- 
tor, 

allowing forwarding of the call incoming to tiie subscrib- 
er's tdephone number in response to the routing des- 
tin^on number when the routing destination number 
does not concspond to a blocked Service or Equipment 
Indicator, and 

storing the routing destination number in tiie subscriber 
profile. 

22. Arcmotc access forwarding system adapted for use in 
an Advanced Intelligent Network for authorizing the for- 
warding of a communication call incoming to a subscriber's 
tdephone number to a routing destination number, the 
system conqirising: 

storage means for storing a plurality of blocked destina- 
tion identifiers coaeq>onding to tdephone numbers to 
which a conomunication call may not be forwarded; 
recdving means f« recdving the routing destination 
nuniber to which die ooimnunication call incoming to 
the subscriber's tdephone number is to be forwarded; 
processing means in electrical communication with both 
the storage means and the receiving means, the pro- 
cessing means for searching Ae storage means to 
determine that die routing destination number does not 
cofrespottd to a blocked destination identifier in die 
storage means; and 
verification means in dectrical communication with the 
processing means for validating the routing destination 
numba to allow fwwarding thereto of the communi- 
cation call when the routing destination number does 
not correspond to a blocked destination identifier found 
in the storage means. 

23. The system of daim 22, further comprising; 
second storage means for storing at least one valid des- 
tination nunobcr unique to die subscriber's telephone 
number. 

24. The system of claim 23, fiirtha con^irising: 
sec<Mid processing means in electrical communication 

with both the second storage means and the receiving 
means for searching the second storage means for a 
valid destination number matching the routing destina- 
tion number; and 
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second verification noeans in electrical conmiunication number matches a valid dcstinatios number found in 

widi the second processing means for validating the the subscriber profile, 
routing destination number to allow forwaidiBg thereto 

of the communication call when the routing destination ^ * * « # 
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